Human in the Loop for Fuzz Testing: Literature Review and the Road
Ahead

JIONGCHI YU*, Singapore Management University, Singapore
XIAOLIN WEN*, Nanyang Technological University, Singapore
SIZHE CHENG, Nanyang Technological University, Singapore
XIAOFEI XIE, Singapore Management University, Singapore

QIANG HU T, Tianjin University, China
YONG WANG i , Nanyang Technological University, Singapore

Fuzz testing is one of the most effective techniques for detecting bugs and vulnerabilities in software. However, as the basis of
fuzz testing, automated heuristics often fail to uncover deep or complex vulnerabilities. As a result, the performance of fuzz
testing remains limited. One promising way to address this limitation is to integrate human expert guidance into the fuzz
testing paradigm. Even though some work has been proposed in this direction, there is still a lack of a systematic research
roadmap for combining Human-in-the-Loop (HITL) and fuzz testing, hindering the potential for further enhancing fuzzing
effectiveness. To bridge this gap, this paper outlines a forward-looking research roadmap for HITL for fuzz testing. Specifically,
we highlight the promise of visualization techniques for interpretable fuzzing processes, as well as on-the-fly interventions
that enable experts to guide fuzzing toward hard-to-reach program behaviors. Moreover, the rise of Large Language Models
(LLMs) introduces new opportunities and challenges, raising questions about how humans can efficiently provide actionable
knowledge, how expert meta-knowledge can be leveraged, and what roles humans should play in the intelligent fuzzing
loop with LLMs. To address these questions, we survey existing work on HITL fuzz testing and propose a research agenda
emphasizing future opportunities in (1) human monitoring, (2) human steering, and (3) human-LLM collaboration. We call for
a paradigm shift toward interactive, human-guided fuzzing systems that integrate expert insight with Al-powered automation
in the next-generation fuzzing ecosystem.

CCS Concepts: « Software and its engineering — Software testing and debugging; « Human-centered computing —
Information visualization; Human computer interaction (HCI).

Additional Key Words and Phrases: Fuzzing, Visualization, Human-Computer Interaction

1 Introduction

As software systems continue to grow in scale and complexity, ensuring their security and reliability has become a
central challenge in software engineering. Among dynamic testing methods, fuzz testing, or fuzzing, has emerged
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as one of the most effective techniques. By automatically generating and executing large volumes of randomized
or mutated inputs, fuzzers can uncover critical defects, including memory safety violations, boundary errors, and
protocol inconsistencies. Since its introduction in the early 1990s [40], fuzzing has evolved from simple random
testing into a rich ecosystem of tools and techniques, widely deployed in both industry [1, 4] and academia [7, 11].
Its ability to explore deep code paths and produce diverse test cases has made fuzzing indispensable in software
security.

Despite these advances, fuzzing still faces non-negligible limitations. Automated fuzzers often struggle to
overcome semantic roadblocks, construct robust drivers, and interpret complex input structures. The large volumes
of runtime data they generate are difficult to interpret without domain expertise, and automated heuristics can
easily plateau in coverage. These limitations make human expertise valuable, but they also make HITL fuzzing
more challenging than human involvement in many other testing settings. Fuzzing is a high-throughput and
feedback-driven search process: millions of inputs may be generated and executed, feedback signals are often
low-level and noisy, and useful intervention points are distributed across preprocessing, seed management,
scheduling, testcase synthesis, and execution. As a result, the human role is not limited to reviewing test results
or manually designing a small number of test cases. Instead, testers must interpret evolving search states, identify
semantic bottlenecks, and translate domain knowledge into actions that can influence the automated loop without
sacrificing scalability or reproducibility.

These characteristics create a distinctive interaction problem for HITL fuzzing. Human input can be effective
when it helps select meaningful seeds, specify targets, annotate hidden states, refine harnesses, inject constraints,
or interpret coverage plateaus. However, such input is costly and difficult to time. Early intervention may be too
speculative, while late intervention may require stopping, reconfiguring, and rerunning the campaign. Moreover,
many fuzzing decisions are indirect: a human may observe a runtime bottleneck, but the actual intervention
may need to occur through seed updates, scheduling hints, mutation constraints, or instrumentation changes.
This cross-phase coupling makes HITL fuzzing different from one-shot manual inspection, post-hoc test result
analysis, or conventional interactive debugging.

Existing surveys have begun to discuss these issues from different perspectives. Kadron et al. [29] discuss how
expert guidance can augment fuzzing and symbolic execution. Yan et al. [61] categorize human contributions
such as knowledge injection, seed management; and visualization. Bohme [5] raises fundamental questions about
usability and human-in-the-loop communication in fuzzing. Huang et al. [25] review emerging LLM-for-fuzzing
techniques while calling for stronger HITL perspectives. However, these surveys remain fragmented. They do not
yet provide a systematic phase-oriented taxonomy of human involvement in fuzzing, nor do they fully consider
the evolving interplay between human expertise and emerging LLM-assisted techniques.

Recent progress in large language models (LLMs) has opened new possibilities for fuzzing. LLMs can synthesize
structured inputs, infer protocols from documentation, generate fuzz drivers, and act as lightweight solvers for
path conditions. Early works demonstrate that LLMs can, in some scenarios, partially substitute human roles in
fuzzing by providing knowledge, adaptivity, and generative capability at scale [14, 39, 49, 57]. Nonetheless, LLMs
remain hampered by serious limitations [25, 63]. They may produce brittle, low-quality, or hallucinated artifacts,
struggle with reasoning transparency, and suffer from context-length limits, inconsistency, or insufficient domain
grounding. These defects can lead to invalid test inputs, false positives, or coverage gaps in fuzzing contexts.
Recent surveys [24, 28] further identify common pitfalls in LLM-based fuzzing, such as invalid driver generation,
limited input diversity, and model hallucination in reasoning. The emerging paradigm is therefore not human
versus LLM, but human-LLM collaboration: future fuzzing workflows will likely blend human oversight, domain
judgment, and validation with the generative and adaptive capabilities of LLMs, aiming to balance efficiency and
reliability.

Building on insights from the human-computer interaction (HCI) community and motivated by recent progress
in LLM-assisted fuzzing, this paper conducts a systematic survey that bridges fuzzing, HCI, and LLM-assisted
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fuzzing. From an initial corpus of 1,308 papers, we identify 44 works that explicitly integrate human involvement
into fuzzing. Our analysis categorizes these works into two broad roles: (1) human monitoring, where humans
observe and interpret fuzzing states, and (2) human steering, where humans intervene to influence exploration.
The review shows that existing HITL fuzzing systems improve visibility into fuzzing behavior, but they still
provide limited support for acting on runtime evidence. Human steering is concentrated in offline phases such
as preprocessing and seed management, while scheduling and testcase synthesis remain difficult to expose and
control. Existing evaluations also focus mainly on coverage and bug discovery, with limited attention to human
effort, intervention cost, or return on expert input.

These findings suggest that HITL fuzzing requires more than adding a user interface around an automated
fuzzer. It requires interaction mechanisms that preserve fuzzing throughput while making human expertise timely,
actionable, and measurable. In this context, LLMs offer a new opportunity to reduce manual burden in tasks such
as seed generation, driver construction, constraint reasoning, and crash interpretation. However, LLM outputs
may also be invalid, brittle, or insufficiently grounded in program behavior. The emerging paradigm is therefore
human-LLM collaborative fuzzing, where LLMs provide scalable assistance, and humans retain responsibility for
goals, validation, and domain judgment. Building on this review, we articulate the opportunities and risks of
this paradigm and propose a roadmap toward a more sustainable, scalable, and effective fuzzing ecosystem. Our
contributions are as follows:

» Systematic Literature Review. We collect and analyze 44 research papers that explore HITL in fuzzing,
providing a structured taxonomy of approaches, their strengths, limitations, and application scenarios.

» Interaction Design Space Analysis. Drawing on fuzzing’s five canonical phases, HCI principles, and
models of LLM-assisted fuzzing, we map the design space of human involvement, discussing in the
literature review the trade-offs they entail and what challenges remain unresolved.

« Visionary HITL Fuzzing Roadmap. We extend the discussion to the role of LLMs in fuzzing, highlighting
how LLMs can augment or replace human tasks, and we outline research directions about how humans
can be involved in future fuzz testing and LLM-assisted fuzzing.

2 Background
2.1 Fuzz Testing Workflow

Fuzz testing (fuzzing) is a dynamic testing technique that repeatedly generates and executes test inputs to
expose crashes, hangs, and other abnormal behaviors. Since the early empirical study of random testing on UNIX
utilities [40], fuzzing has evolved from simple random input generation into a broad family of feedback-guided,
coverage-guided, directed, grammar-based, hybrid, and domain-specific testing techniques [6, 7, 11, 18]. Modern
fuzzers commonly operate as an iterative feedback loop in which generated inputs are executed, execution
feedback is collected, and subsequent generation strategies are adapted accordingly.

Following prior work [61], we conceptualize a contemporary fuzzing workflow as five interdependent phases,
as illustrated in Figure 1. These phases provide the technical foundation for analyzing where and how human
involvement can be introduced.

» Preprocessing. This phase prepares the target program and its execution environment before fuzzing
starts. It usually includes instrumentation and harness construction. Coverage-guided fuzzers such as
AFL++ rely on instrumentation to expose edge coverage as feedback [18]. Symbolic and taint-based
techniques further use program analysis to expose constraints and data dependencies [9, 20]. This phase
determines what signals the fuzzer can observe and which program components can be reached during
testing.

+ Seed Management. This phase curates the input corpus that bootstraps the fuzzing campaign. It includes
seed selection and seed minimization. It also updates the corpus when newly generated inputs expose
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Fig. 1. A typical workflow of five key phases for fuzz testing.

valuable behavior. Seed quality strongly affects coverage growth because well-formed seeds can help the
fuzzer pass early parsing checks and reach deeper logic [34;45]. For example, a valid protocol message
can expose state transitions that random bytes rarely trigger.

Scheduling. This phase decides which seed should be selected next and how much mutation energy
should be assigned to it. Effective scheduling balances exploration and exploitation under a limited testing
budget. Coverage-based power schedules prioritize seeds that are more likely to exercise rare paths [7].
Directed fuzzers further bias seed selection toward specific targets, such as recently patched code and
security-critical functions [6]. Scheduling therefore plays a central role in resource allocation.

Testcase Synthesis. This phase generates new test inputs. Mutation-based fuzzers transform existing
seeds. Generation-based fuzzers synthesize inputs from grammars, models, and specifications. Grammar-
based fuzzers such as NAUTILUS generate syntactically valid inputs for structured languages [2]. Hybrid
fuzzers such as Driller combine fuzzing with symbolic execution to satisfy hard path constraints [52]. The
quality of test case synthesis directly affects whether the fuzzer can move beyond shallow coverage.
Execution. This phase runs generated inputs against the target program and collects runtime feedback. The
feedback may include coverage, crashes, hangs, sanitizer reports, and execution traces. AddressSanitizer
exposes memory safety violations during execution [47]. Coverage-guided fuzzers then use execution
feedback to update the seed corpus and guide later mutations [18]. Execution also produces the evidence
that developers inspect during triage and debugging.

These components form a tightly coupled feedback loop that enables fuzzers to iteratively refine their input

corpus, adapt exploration strategies, and progressively drive execution into deeper and less-tested regions of
the program. This automated pipeline has made fuzzing one of the most effective techniques for vulnerability
discovery.

2.2 Conceptual Foundations of HITL Fuzzing

Human-in-the-Loop fuzzing lies at the intersection of fuzz testing, which includes human-computer interaction,
visual analytics, expert-in-the-loop software testing, and human-AI collaboration. Traditional fuzzing research
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emphasizes automation. The fuzzer generates inputs, collects feedback, updates the corpus, and continues the
search with limited human involvement. In practice, however, human expertise is often needed for harness
construction, seed selection, target identification, campaign configuration, and crash triage [5, 42]. These tasks
shape the search space and influence whether the fuzzer can overcome semantic roadblocks.

The need for human involvement comes from several fuzzing-specific challenges, specifically:

« Difficulty in Handling Semantic Constraints. When inputs must satisfy complex structures such as
protocols, trees, state machines, or cross-message consistency rules, coverage-guided or mutation-based
heuristics inevitably produce a large number of invalid inputs or fail to progress beyond superficial
exploration.

+ Challenges in Traversing Long or Sparse Execution Paths. Some vulnerabilities lie behind multiple
intermediate states or require specific combinations of conditions. Simple mutation often cannot bypass
such bottleneck checks in a single step, leaving deep paths unexplored.

« Lack of Explainability and Strategy Transparency. Automated fuzzers are rarely able to reveal why
exploration stalls on a particular path or where the search is stuck, making it difficult for users to update.

+ Blind Spots in Resource Allocation. Given finite computational budgets, fuzzers must trade off
between broad exploration and deep investigation. Automated heuristics, however, often make suboptimal
allocation decisions, wasting resources or missing critical opportunities.

+ Limited Support for Human Feedback. Current fuzzing workflows provide little opportunity for
testers to intervene in the strategy while fuzzing is in progress, constraining the potential benefits of
expert guidance.

Beyond these limitations, existing research [5] has emphasized in their methodological reflection that fuzzing
research should move toward incorporating HITL components. Whereas most contemporary frameworks treat
human experts merely as initiators (e.g., setting up the environment or triaging potential bugs), future directions
should enable human auditors to engage during the fuzzing process itself—for instance, identifying roadblocks,
adjusting exploration paths, or reconfiguring mutation strategies on the fly.

Reflection of fuzzing workflows as illustrated in subsection 2.1 and existing limitations, inserting well-designed
HCI touchpoints into different phases of the fuzzing loop represents a key opportunity to unlock greater potential.
By introducing a HITL perspective, fuzzing can be enhanced in several important ways:

» Bridging Semantic Gaps. Human experts can leverage their understanding of protocol semantics,
business logic, or vulnerability patterns to guide mutation toward more meaningful directions, thereby
reducing the inefficiency of blind or invalid input generation.

» Breaking Exploration Bottlenecks. When automated exploration stalls at specific branches, check-
points, or path boundaries, experts can intervene by adjusting strategies, introducing intermediate
constraints, or manually crafting transition inputs that help the fuzzer progress further.

« Enhancing Explainability and Controllability. Through interactive visualization and control inter-
faces, analysts can gain insight into the internal state of fuzzing, enabling them to determine when and
how to intervene, redirect, or fine-tune the process.

» Co-governing Resource Allocation and Strategy. Under resource constraints, human guidance can
complement automated heuristics in making high-level scheduling decisions, such as prioritizing certain
sub-paths for deeper exploration or deprecating unpromising seeds.

From an HCI perspective, we conceptualize HITL fuzzing as a two-layer interaction loop between automated
fuzzing and human expertise, as further elaborated in section 4. These two layers correspond to two fundamental
questions in interactive fuzzing: (1) What can humans observe and understand from the fuzzing process? (2) How
can humans act on this understanding to influence the fuzzing process?
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+ Human Monitoring (Passive Monitoring). Testers act primarily as observers, gaining visibility into
the fuzzing process via dashboards, coverage heatmaps, path visualizations, and similar artifacts. In this
way, humans do not actively change fuzzing policies during execution. They analyze runtime state and
results to identify anomalies, diagnose bottlenecks, and discover blind spots, which is useful for situational
awareness, post-hoc analysis, and surfacing cues that indicate where intervention might be beneficial.

« Human Steering (Proactive Steering). Testers take an active role in directing the fuzzer by adjusting seed
priorities, tuning mutation weights, injecting constraints, suppressing unproductive paths, or specifying
intermediate mutation strategies. Interventions can range from coarse high-level guidance to fine-grained,
runtime decisions at particular control points. This semi-automated, hybrid approach allows human
expertise to influence exploration policies and search trajectories directly.

The two layers form a feedback loop that extends human involvement from peripheral configuration and
final result inspection to the mid-loop stages of fuzzing. Automated fuzzing produces runtime signals, and
human monitoring turns these signals into interpretable evidence. Based on this evidence, human steering
translates expert judgment into updated fuzzing strategies, which further influence later executions. This loop
provides the conceptual foundation for our survey and clarifies why HITL fuzzing is not merely a matter of
visualizing results after fuzzing ends. A complete HITL fuzzing system should support both monitoring and
steering, while connecting them through actionable feedback. Such a shift enables expert knowledge to be injected
into exploration decisions promptly and improves the explainability, responsiveness, and adaptability of fuzzing
workflows.

2.3 LLM in the Loop Fuzz Testing

Recent advances in LLMs have introduced a new form of human-AI collaboration for fuzz testing. Traditional
fuzzers usually rely on manually designed heuristics, predefined grammars, and program feedback. LLMs provide
a different capability. They can synthesize structured inputs, infer constraints from natural language specifications,
generate fuzz drivers, and summarize testing feedback [14, 57, 64]. These capabilities overlap with tasks that
often require human expertise in conventional fuzzing workflows. As a result, LLMs can assist humans in seed
generation, driver construction, testcase synthesis, and strategy refinement.

Existing LLM-based fuzzing studies can be organized according to the fuzzing tasks they support. The first
line of work focuses on seed and input generation. TitanFuzz treats LLMs as zero-shot fuzzers for deep-learning
libraries by generating and mutating test programs [14]. Fuzz4All uses LLMs to generate and mutate inputs across
different programming languages [57]. WhiteFox applies a multi-agent LLM framework to compiler fuzzing,
where LLM agents summarize optimization triggers and synthesize test programs [62]. These studies show that
LLMs can provide generative power when input structures are difficult to encode manually.

The second line of work uses LLMs as adaptive reasoning components. ChatAFL extracts protocol knowledge
from RFCs and generates messages that help protocol fuzzers overcome coverage plateaus [39]. HyLLfuzz uses
LLM:s to translate path conditions into natural language and generate inputs that satisfy these conditions [39].
G2Fuzz synthesizes input generators for complex non-textual formats when conventional fuzzers stagnate [65].
CovRL-Fuzz further explores how coverage feedback can guide LLM-based mutation strategies during fuzzing [16].
These studies suggest that LLMs can support interpretation and adaptation in the fuzzing loop.

The third line of work focuses on fuzz driver generation and repair. Zhang et al. [64] evaluate the effectiveness
of LLMs for generating fuzz drivers and improving them through iterative repair. CKGFuzzer [58] combines LLM
agents with code knowledge graphs to plan API usage, generate drivers, repair drivers, synthesize seeds, and
analyze crashes. These studies indicate that LLMs can reduce expert effort in preprocessing, especially when
writing correct and effective drivers is costly.

ACM Trans. Softw. Eng. Methodol.
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Although these studies demonstrate the potential of LLMs in fuzzing, they also expose new challenges. LLMs
may generate invalid inputs, brittle drivers, hallucinated constraints, and unreliable explanations. Their outputs
can also be sensitive to prompts and context limits. Therefore, LLMs should not be viewed as a full replacement
for human expertise. Instead, they are better understood as collaborators in the HITL fuzzing loop. They can
strengthen human monitoring by summarizing runtime signals and explaining bottlenecks. They can also support
human steering by proposing seeds, constraints, targets, and configuration changes. Human oversight remains
necessary to validate LLM-generated artifacts, correct unreliable reasoning, and align fuzzing strategies with
domain knowledge.

In this survey, we treat LLM-in-the-loop fuzzing as an emerging extension of HITL fuzzing. The key issue is not
whether humans or LLMs should control fuzzing alone. Instead, the central question is how automated fuzzers,
LLM-based assistants, and human experts can be coordinated into a reliable and interpretable fuzzing workflow.

3 Review Methodology

The scope of our survey focuses on studies that explicitly integrate human involvement into fuzzing workflows.
A paper is considered within scope if it satisfies two conditions: (1) It must be directly related to fuzzing. (2)
It must contain a concrete form of HITL contribution, such as visualization-assisted monitoring, interactive
seed management, target specification, constraint injection, or domain knowledge integration. Papers that only
mention fuzzing without human interaction are excluded. Papers where human input is limited to final result
inspection are also excluded.

To capture the recent evolution of automation in software testing, we also include LLM-assisted fuzzing studies
when LLMs play roles analogous to human experts. Examples include seed generation, fuzz driver construction,
constraint reasoning, and guided mutation. This scope allows us to compare traditional HITL fuzzing with
emerging human-LLM collaborative fuzzing. In total, our survey covers papers published between 2007 and 2025
across software engineering, security, and human-computer interaction venues.

Our review protocol follows established systematic literature review practices in software engineering [30, 50, 67,
69] and snowballing guidelines [27, 56]. The protocol consists of five main steps: database search, paper screening,
snowballing, quality assessment, and data extraction. We use the five fuzzing phases introduced in subsection 2.1
and the visualization-oriented fuzzing taxonomy in prior work [33, 61] to guide our classification.

3.1 Database Search

We first conducted a keyword-based search across four digital libraries and scholarly search engines: Google
Scholar, ACM Digital Library, IEEE Xplore, and DBLP. Google Scholar was used to provide broad coverage
of published papers and preprints. ACM Digital Library and IEEE Xplore were used to cover major software
engineering, security, and HCI venues. DBLP was used to cross-check bibliographic records and identify venue
versions:

We focused on papers published over the past twenty years to capture both foundational and recent develop-
ments in HITL fuzzing. This time window covers early human-assisted fuzzing efforts, such as Flayer [15], as
well as recent studies on interactive fuzzing, visualization-assisted fuzzing, and LLM-assisted fuzzing.

We constructed search strings by combining fuzzing terms with terms related to human monitoring and human
steering. To cover LLM-assisted fuzzing, we also added Al-related terms that describe expert-like automation in
fuzzing. The term groups are shown in Table 1. The final queries were constructed by combining one fuzzing
term with at least one term from the other groups. We adapted the syntax of each query to the search interface of
each digital library. Representative search strings are listed in Table 2.

The initial database search returned 1,308 records. After removing duplicates and overlapping records, 548
records remained. All authors participated in screening the titles and abstracts of these records and retained
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Table 1. Search term groups used in the database search.

Term Group Keywords

Fuzzing Terms fuzzing, fuzz test, fuzz testing, fuzzer

Human Monitoring Terms  visualization, visual, dashboard, interface, monitoring, inspection

Human Steering Terms interactive, guided, assisted, interaction, intervention, steering, annotation

LLM-assisted Fuzzing Terms large language model, LLM, agent, prompt, driver generation, seed gener-
ation

Table 2. Representative search strings used in the review.

Search Strings

("fuzzing” OR fuzz testing” OR “fuzzer”) AND ("visualization” OR “visual” OR “dashboard” OR *interface”
OR “monitoring”)

("fuzzing” OR “fuzz testing” OR “fuzzer”) AND (“interactive” OR “guided” OR “assisted” OR ”interaction”
OR “intervention” OR “steering”)

("fuzzing” OR ”fuzz testing” OR “fuzzer”) AND ("annotation” OR “target specification” OR “seed injection”
OR “constraint injection”)

("fuzzing” OR “fuzz testing” OR “fuzzer”) AND ("large language model” OR "LLM” OR “agent” OR “prompt”
OR 7driver generation” OR "seed generation”)

343 papers for full-text assessment. After full-text screening, 200 papers were retained from the keyword-based
search.

3.2 Paper Selection Criteria

We applied predefined inclusion and exclusion criteria during both title and abstract screening and full-text
screening. A paper was included if it satisfied all of the following criteria:

¢ I1: The paper is written in English.

¢/ 12: The paper is directly related to fuzzing.

¢ 13: The paper includes concrete human involvement in the fuzzing process, such as visualization-assisted
monitoring, seed injection, annotation, target specification, constraint injection, and interactive configu-
ration.

¢ 14: For LLM-assisted fuzzing studies, the paper uses LLMs to perform expert-like fuzzing tasks, such as
seed generation, driver construction, constraint reasoning, and guided mutation.

v 15: The paper provides enough technical detail to support classification and synthesis.

A paper was excluded if it met any of the following criteria:

X E1: The paper has fewer than four pages.

X E2: The paper is a book, keynote record, panel summary, technical report, tool-demo-only paper, editorial,
or work from a venue not subject to full peer review.

X E3: The paper only mentions fuzzing without discussing a fuzzing workflow, technique, tool, or evaluation.

X Ed4: The paper only involves humans as final result reviewers after fuzzing ends.

X E5: The paper describes a fully automated fuzzing technique without any human-facing interaction,
human-provided knowledge, or an LLM-based expert-like component.

ACM Trans. Softw. Eng. Methodol.
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X E6: The paper is a duplicate or an overlapping version of another included study.

When multiple versions of the same work were available, we retained the most complete peer-reviewed version.
Journal versions were preferred when they substantially extended the same work. Full papers were preferred
over short papers when both versions described the same system.

3.3 Snowballing Search

To reduce the risk of missing relevant papers, we conducted backward and forward snowballing after the database
search [27, 56]. Snowballing was applied to all papers retained after full-text screening.

For backward snowballing, we inspected the reference lists of the selected papers. This step helped us identify
earlier and foundational studies that were not captured by the keyword search. For forward snowballing, we
searched papers that cited the selected papers using Google Scholar. This step helped us identify later studies
that extended or built upon the selected work.

The snowballing process followed the same screening and quality criteria as the database search. Newly
identified papers were first screened by title and abstract. Potentially relevant papers were then assessed through
full-text reading. Duplicate papers and overlapping versions were removed before final inclusion. The process
was iterative. Newly included papers were added to the seed set for the next snowballing round. We stopped
when a complete iteration produced no additional eligible papers.

In total, we conducted three snowballing iterations. In the first iteration, we identified 52 additional records,
removed 18 duplicates or overlapping records, and included 10 papers after full-text screening. In the second
iteration, we identified 9 additional records and removed 6 duplicates or overlapping records. In the final iteration,
no additional eligible papers were found, so we stopped the snowballing process. Across all iterations, and after
duplicate removal and full-text screening, 13 papers were added to the final corpus through snowballing.

3.4 Quality Assessment

We conducted a quality assessment for all papers that passed full-text screening. Following common practice in
systematic literature reviews in software engineering [30, 56], the goal of this step was to ensure that the selected
papers provided sufficient methodological and technical information for reliable coding and comparison.

Each paper was assessed using a five-point Likert scale, where 1 indicates that the criterion is not satisfied, 3
indicates that the criterion is partially satisfied, and 5 indicates that the criterion is fully satisfied. The assessment
criteria are shown in Table 3. The criteria examine whether a paper clearly describes its fuzzing context, the form
of human involvement or LLM-based assistance, the interaction mechanism, the evaluation evidence, and the
methodological details needed for cross-study comparison.

Two authors independently assessed each paper. We then measured inter-rater agreement using Cohen’s kappa.
The resulting kappa value is:0.78, indicating substantial agreement between the two assessors. Disagreements
were resolved through discussion and an arbitrator. Papers with an average quality score below 2.0 were excluded
from the final corpus; resulting in XX excluded low-quality papers.

3.5 Data Extraction and Coding

After the final set of papers was determined, we extracted bibliographic, methodological, and technical information
from each study. The extracted information covered publication metadata, fuzzing targets, involved fuzzing
phases, HITL roles, interaction mechanisms, intervention timing, automation level, evaluation methods, and
evaluation metrics. We coded each paper according to the five fuzzing phases introduced in subsection 2.1,
namely preprocessing, seed management, scheduling, testcase synthesis, and execution. We also coded each
paper according to the two HITL roles: human monitoring and human steering. A paper could receive multiple
phase labels or role labels when it contributed to multiple parts of the fuzzing workflow.
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Table 3. Quality assessment criteria for selected studies.

Criterion Description Scale

QA1 The study clearly describes its fuzzing target, workflow phase, and technical 1-5
context.

QA2 The study clearly describes the form of human involvement or LLM-based 1-5
expert-like assistance.

QA3 The study provides enough information to classify the interaction mechanism 1-5
and intervention timing,.

QA4 The study reports evaluation evidence, such as coverage, bugs, usability, user 1-5
effort, or case studies.

QA5 The study provides sufficient methodological detail to support comparison with  1-5

other studies.

All authors participated in the manual coding process. In the first round, the authors independently read and
categorized the candidate papers using the coding dimensions above. In the second round, we compared the
labels and discussed inconsistent cases. We revisited 12 papers whose labels differed during the first round of
coding. After the discussion, the authors finalized the classification results. These coded results were used to
construct the taxonomy and synthesis in section 4.

3.6 Final Review Data Flow

After database search, screening, snowballing, quality assessment, and coding, the final corpus contains 44 papers.
These include 35 technical research papers and 9 survey papers. The selected papers span software engineering,
security, and human-computer interaction venues. The publication years range from 2007 to 2025.

Figure 2 reports the distribution of the final corpus. The left panel shows the temporal trend of the reviewed
papers. The right panel shows how HITL fuzzing studies are distributed across the five fuzzing phases and the two
human roles. The total counts may exceed the number of papers because one paper may contribute to multiple
fuzzing phases and may support both human monitoring and human steering.

3.7 Research Questions

Based on the final corpus and coding schema, we conduct the literature synthesis to answer the following review
questions:

+ RQ1: How has human involvement been integrated into different phases of the fuzzing workflow?

« RQ2: What forms of human monitoring and human steering have been supported by existing HITL
fuzzing studies?

« RQ3: What research gaps can be derived from the existing literature, and how do they motivate future
directions for HITL fuzzing and human-LLM collaborative fuzzing?

4  Existing Research on HITL Fuzzing

To answer RQ1 and RQ2, we organize existing HITL fuzzing studies using a phase-role-tool-affordance conceptual
model. The first dimension is the fuzzing workflow phase in which human involvement is introduced. Follow-
ing subsection 2.1, we consider five phases: preprocessing, seed management, scheduling, testcase synthesis, and
execution. The second dimension is the human role. We distinguish between Human Monitoring (HM), where
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Table 4. Summary of HITL for fuzzing studies and the phases of the fuzzing workflow where humans are involved. The five
phases considered are preprocessing, seed management, scheduling, testcase synthesis, and execution. Human participation
is categorized into two modes: Human Monitoring (HM) and Human Steering (HS). Citation counts are from Google Scholar
as of June 2026.

Year Cit. (1)Preproc. (2)Seed Mng. (3)Scheduling (4) Testcase Synth. (5) Execution

Drewry et 2007 113 (HS]
al. [15]

Machiry et 2013 964
al. [38]

Vainio et 2014 4
al. [53]

Opmanis et 2016 14 (HS]
al. [43]

Shoshitaishvili 2017 91 [HS]
etal. [51]

Cottam et 2017 3 [HS]
al. [13]

Zhouetal. [68] 2019 27 [HS)
Aschermann 2019 411 (HS} [(HS]
et al. [2]

Aschermann 2020 220 (HS]
et al. [3]

Hussain et 2021 16

al. [26]

Fioraldi et 2021 17
al. [19]

Grishin et 2022 3
al. [23]

Lu et al. [37] 2023 3 [HS) [HS]
Yan et al. [60] 2023 8 [HS] [HS)
Bundt etal. [8] 2023 8 (HS} (HS]
Coppa et 2023 3 (HS (HS)
al. [12]

Koffietal. [31] 2023 1 [HS] (HS|
Fangetal [17] 2024 16 [HS)
Xu et al. [59] 2024 1 [HS]

Gridin et 2024 2 [HS] [HS]
al. [22]

Chambers et 2024 13 [HS] [HS] [HS]
al. [10]

Li et al. [36] 2025 1 [HS) [HS] ACM Trans. Softw. En Méthodol.
Li et al. [35] 2025 4 [HS) [HS)
Wen et al. [54] 2025 3 [HS)
Koffietal [32] 2025 3 [HS] [HS)
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Fig. 2. Distribution of collected articles. The left panel shows the temporal trend of published works, grouped by year. The
right panel details how articles on HITL for fuzzing are distributed across different fuzzing stages, further distinguishing
between human monitoring and human steering roles. The totals may exceed the overall number of reviewed papers because
some works contribute to multiple phases of human monitoring or human steering.

users observe and interpret fuzzing states, and Human Steering (HS); where users actively influence fuzzing
strategies.

This conceptual model provides the basis for our phase-level and tool-level synthesis. The five phases represent
different intervention points in the fuzzing loop. Preprocessing and seed management occur mainly before or at
the beginning of a campaign, scheduling and testcase synthesis shape the search process during exploration, and
execution produces the runtime feedback that reveals whether the campaign is progressing. Human monitoring
and human steering play different roles in these phases. Monitoring improves visibility and diagnosis, while
steering translates human judgment into concrete fuzzing actions. Tool affordances further explain how these
roles are realized in practice. Visualization and dashboards mainly support monitoring by exposing fuzzing
states and bottlenecks. Annotations, seed construction, target specification, constraint injection, and parameter
adjustment mainly support steering by turning human judgment into changes to the fuzzing process. LLM-assisted
recommendations may support both roles, depending on whether they summarize evidence or propose concrete
actions.

In particular, we examine existing HITL fuzzing papers across the five phases of the fuzzing workflow. Table 4
provides a paper-level mapping of where human monitoring and human steering are introduced, while further
aggregating this mapping by year and phase to reveal temporal and phase-level trends.

4.1 Quantitative Synthesis of Existing Research

Two observations can be made from the aggregated distribution: (1) Human involvement in fuzzing is unevenly
distributed across phases. Execution is the most frequently covered phase, which reflects the dominance of
monitoring-oriented designs that visualize runtime feedback, crashes, traces, and coverage changes. Seed man-
agement and preprocessing also receive substantial attention because they provide practical entry points for
human steering, such as seed injection, target selection, annotation, and configuration. (2) The middle of the
fuzzing pipeline remains less explored. Scheduling and testcase synthesis receive fewer studies, even though they
directly affect fuzzing input generation. This suggests that real-time strategy adjustment and generation-level
intervention remain important open problems.

Table 6 also reports citation counts as a descriptive indicator of each study’s visibility. At the phase level,
highly cited works are not limited to execution-oriented monitoring, but also appear in preprocessing, seed
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Table 5. Taxonomic dimensions for analyzing HITL fuzzing studies.

Dimension Categories
Fuzzing Phase Preprocessing, Seed management, Scheduling, Testcase Synthesis, Execution
Human Role Human Monitoring, Human steering, Hybrid Intervention

Interaction = Mecha- Visualization, Dashboard, Annotation, Seed Construction, Target Specification, Constraint Injec-
nism tion, Parameter Adjustment, LLM-Assisted Recommendation

Intervention Timing Pre-Execution Configuration, Runtime Intervention, Post-Execution Interpretation

Evaluation Evidence Coverage Improvement, Bug Discovery, Execution Efficiency, Input Validity, Usability, Human
Effort

Table 6. Year-wise distribution of HITL fuzzing studies across fuzzing phases. A paper is counted once for a phase if it
introduces either human monitoring or human steering in that phase. Papers covering multiple phases are counted in
multiple columns.

Year #Papers | Preproc. | Seed Mng. ‘ Scheduling ‘ Testcase Synth. ' Execution

2007-2010 1 1 0 0 0 1
2011-2015 2 0 1 1 0 2
2016-2020 6 2 5 1 0 6
2021-2025 16 9 10 6 5 14
Total | 25 | 12 | 16 \ 8 { 5 \ 23

management, and scheduling, suggesting that influential HITL fuzzing studies often affect multiple parts of the
fuzzing workflow. However, citation counts are influenced by publication age and community adoption, so we
use them only as complementary bibliometric context rather than as a measure of study quality.

Based on the reviewed papers, we first summarize the high-level taxonomy of HITL fuzzing in Table 5. The
taxonomy captures the main analytical dimensions observed across the corpus, including fuzzing phase, human
role, interaction mechanism, intervention timing, automation level, and evaluation evidence. This table provides
an overview of the design space. In the following subsections, we further refine this taxonomy through phase-level
discussions and analyze how these dimensions appear in each fuzzing phase.

This taxonomy shows that current HITL fuzzing research occupies only part of the design space. Many systems
support human monitoring through dashboards and visual analytics, but fewer systems connect monitoring
results to direct steering actions. Existing steering is often pre-execution and discrete, such as adding seeds,
annotating code, specifying targets, or changing parameters. Runtime and mixed-initiative steering remain
comparatively rare.

4.2  Phase [: Preprocessing

Preprocessing prepares the program under test and its execution environment before the main fuzzing loop starts.
It covers instrumentation, harness construction, driver modification, target selection, configuration, and domain
modeling. Conceptually, this phase determines what the fuzzer can observe and which program behaviors it can
reach. A weak preprocessing setup may hide useful feedback signals, produce invalid executions, or block access
to meaningful program states. Therefore, preprocessing is a high-leverage phase for HITL fuzzing, where early
expert input can reshape the later search space.
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Existing preprocessing work is mainly steering-oriented. This is consistent with the practical burden reported
by Qiao et al. [44], where effective fuzzing often requires practitioners to craft invariants, initialize states, and
write harnesses before testing can proceed. Monitoring support is less common, but FuzzPlanner [12] shows
how visualizing binaries, CVE mappings, and process interactions can help analysts inspect firmware targets and
design fuzzing campaigns before execution.

Most steering work changes the interface between the target and the fuzzer. Flayer [15] allows testers to
force branches or skip calls to bypass guard conditions. IJJON [3] introduces annotations that expose hidden
states and optimization objectives. Bundt et al. [8] use compartment analysis to suggest harness or environment
modifications for reaching otherwise hidden regions. InFuzz [60] lets testers modify drivers and annotate code
to expose hidden paths. These studies show that preprocessing steering often works by making hidden states
observable or reachable.

Another group of studies uses human input to configure targets and campaigns. FuzzPlanner/[12] allows users
to select binaries, filter targets by vulnerability score, and configure firmware fuzzing experiments. VDFuzz [36]
supports CFG inspection and target annotation before recompilation. Koffi et al. [32] rely on expert-specified
target functions or code regions for directed fuzzing. HIFuzz [10] asks testers to define the UAV task space,
including roles, devices, mission sequences, and environmental parameters. PrettiSmart [54] lets users configure
smart-contract simulation boundaries, such as user numbers, owner addresses, and balance constraints.

A further form of preprocessing steering is domain-model or constraint injection. NAUTILUS [2] shows that
grammar-based fuzzing benefits from input models enriched with identifiers or symbol lists. Gridin et al. [22] use
expert-provided restrictions in cryptographic test-vector generation to bypass domain-specific barriers. These
works indicate that preprocessing is especially important when input validity depends on semantic constraints
rather than syntax alone.

Takeaway: Preprocessing is mainly a steering-oriented phase, where human annotations, harness changes,
target choices, and domain constraints shape the search space before fuzzing starts. However, these inter-
ventions are mostly offline and static, leaving limited support for runtime adaptation.

4.3 Phase lI: Seed Management

Seed management curates, prioritizes, and updates the input corpus that drives fuzzing exploration. It includes
selecting initial seeds, removing redundant inputs, identifying valuable seed—path relations, and injecting new
seeds when exploration stalls. Conceptually, this phase determines where fuzzing starts and how input diversity
is maintained. It is a natural entry point for HITL fuzzing because seeds are concrete artifacts that humans can
inspect, edit, and extend with domain knowledge.

Existing work supports seed monitoring by making the corpus and its effects more visible. FuzzInspector [37]
highlights seed—path differences and low-coverage functions, helping users identify under-tested inputs. In-
Fuzz [60] shows which seeds approach bottleneck locations, allowing testers to inspect the relation between
inputs and hard-to-reach branches. FuzzPlanner [12] visualizes communication channels and seed sources in
firmware fuzzing, supporting analysts in selecting promising inputs. ViScheduler [59] uses embedding-based
visualizations to reveal seed clusters, anomalies, and coverage diversity. Qiao et al. [44] further show that seed and
target-sequence preparation can strongly affect fuzzing effectiveness, while PrettiSmart [54] visualizes generated
input sequences to expose bias, diversity, and coverage dynamics.

On the steering side, humans directly reshape the seed corpus. FuzzInspector [37] lets users define seed
constraints to steer execution toward selected branches. InFuzz [60] and Koffi et al. [31] allow testers to add
seeds that bypass blocking branches revealed by visualization. Cottam et al. [13] reuse real user input streams as
seeds, preserving domain relevance for later mutation. FuzzPlanner [12] allows users to confirm and prioritize
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seed inputs from emulation traces or proof-of-concept artifacts. VisFuzz [68] supports manual construction and
injection of targeted seeds to overcome semantic bottlenecks. Koffi et al. [32] further use expert feedback to refine
initial seed sets and target lists.

Other studies demonstrate seed steering in broader or domain-specific settings. HaCRS [51] allows human
assistants to propose new inputs from program logs and execution traces. Bundt et al. [8] uses ranked compart-
ments to guide targeted seed selection for unexplored regions. HIFuzz [10] lets experts select representative or
boundary tests from one testing layer and promote them as seeds for the next layer. Dynodroid [38] allows users
to inject meaningful events, such as credentials or GUI actions, into automated input generation. NAUTILUS [2]
also benefits from user inspection and selection of interesting minimized seeds for further generation.

Takeaway: Seed management is the most mature phase for direct human steering because seeds are
inspectable and easy to modify. Existing work supports seed visualization, injection, and refinement, but
rarely measures the human effort or expertise required for effective seed intervention.

4.4  Phase lll: Scheduling

Scheduling decides which seed or task should be selected next and how much fuzzing energy should be allocated
to it. It controls the balance between exploration and exploitation under alimited testing budget. Conceptually,
scheduling is the resource-allocation layer of fuzzing. It translates runtime feedback into search priorities. For
HITL fuzzing, this phase is challenging because scheduling decisions are frequent, dynamic, and often too fine-
grained for direct manual control. As a result, human involvement in scheduling usually appears as high-level
strategy adjustment rather than low-level queue manipulation.

Existing work first supports scheduling monitoring by making scheduling behavior more visible. ViSched-
uler [59] visualizes seed clusters, anomalies, runtime features, and their evolution, helping analysts understand
how scheduling decisions affect coverage progress: FuzzSplore [19] exposes coverage, mutation, and campaign-
level metrics across fuzzers, allowing users to identify underperforming configurations and resource imbalance.
These systems show that scheduling monitoring is useful when low-level queue behavior is aggregated into
interpretable patterns.

On the steering side, existing systems let users adjust priorities, targets, or resource allocation. FuzzSplore [19]
allows analysts to reallocate/CPU time, drop underperforming fuzzers, and tune parameter weights during a
campaign. DDGF [17] lets users flag interesting paths so that later scheduling can bias toward seeds exercising
those paths. ViScheduler [59] allows experts to amplify energy for selected clusters or outliers. VDFuzz [36]
lets testers add unexplored basic blocks or target points through visualization, which are then prioritized by
the scheduler. GDFuzz [35] combines explanation with a dual-queue strategy, allowing users to adjust queue
behavior based on feature importance.

Other studies expose scheduling control at different abstraction levels. IJJON [3] allows users to shift search
objectives through annotations and queue-related parameters. HIFuzz [10] uses human decisions as a gatekeeper
between testing layers, where experts decide which test batches should move toward higher-fidelity execution.
Grishin et al. [23] allow analysts to pause fuzzing, reorder the AFL queue, or switch target functions at runtime.
Dynodroid [38] similarly lets users pause automatic generation, inject custom events, and affect which inputs are
prioritized next.

Takeaway: Scheduling is a steering-oriented but underexplored phase. Existing work supports coarse human
control over priorities, targets, and resources, but fine-grained scheduling remains difficult because decisions
are frequent and hard to interpret in real time.
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4.5 Phase IV: Testcase Synthesis

Testcase synthesis generates new inputs from existing seeds, grammars, models, or domain constraints. It is the
phase where fuzzing turns current knowledge into new executions. Traditional mutation-based fuzzers rely on
predefined operators such as byte flips, arithmetic mutations, and splicing [18]. These operators are efficient,
but they are often opaque to users and may generate many invalid or shallow inputs when the target requires
semantic structure. From a HITL perspective, testcase synthesis is difficult because generation decisions are
frequent and low-level. Human involvement therefore needs to focus on making synthesis behavior interpretable
and converting high-level intent into actionable generation guidance.

Existing monitoring work mainly exposes how inputs are generated and mutated. FMViz [26] visualizes
AFL-generated inputs at the byte level, helping users inspect mutation patterns and understand how test cases
evolve. FuzzSplore [19] presents testcase clusters and mutation trajectories, allowing analysts to observe whether
the fuzzer explores diverse input regions or converges too narrowly. GDFuzz [35] further uses explainable feature
maps to show which input bytes are important for reaching target paths. These studies make testcase synthesis
more transparent by turning low-level mutation behavior into interpretable visual evidence.

Steering work in this phase is more limited, but it shows how humans can shape generation when semantic
barriers are exposed. FuzzInspector [37] allows testers to define constraints derived from seed and CPU-state
analysis, guiding new test cases toward unexplored states. GDFuzz [35] extends its monitoring interface into
steering by allowing users to refine sample masks and selectively protect or expose bytes during mutation. Gridin
et al. [22] demonstrate a domain-specific form of steering in cryptographic test-vector generation, where experts
inject constraints so that generated inputs can bypass cryptographic barriers and exercise deeper logic.

Takeaway: Testcase synthesis remains underexplored in HITL fuzzing: Fxisting work improves the visibility
of mutation behavior and supports limited constraint-based steering, but few systems translate high-level
human intent into adaptive generation rules.

4.6 Phase V: Execution

Execution runs generated inputs on the program under test and produces runtime evidence, such as coverage
changes, crashes, hangs, traces, path profiles, and domain-specific state updates. Conceptually, this phase exposes
the progress and limitations of a fuzzing campaign. Since execution often produces large volumes of low-level
signals, human involvement in this phase mainly focuses on making runtime behavior visible and interpretable.

Early work presents execution progress through dashboards and runtime summaries. Vainio [53] combines
fuzzer status with host-level metrics to help users observe crashes, progress, and distributed campaign health.
Opmanis et al. [43] visualizes large-scale testing results with matrix, timeline, and chart-based views, supporting
regression inspection and root-cause analysis. These works show how execution logs can be transformed into
operational views for human analysis. Further, VisFuzz [68] visualizes fuzzing progress and stagnation points.
InFuzz [60] reports bottleneck branches and contextual data flow to explain why certain paths remain hard
to reach. FuzzSplore [19] summarizes execution, coverage, and mutation dynamics across fuzzing campaigns.
FuzzInspector [37] links execution behavior with seed-path differences and low-coverage functions, helping
users locate under-tested regions.

Existing approaches also try to connect execution evidence with follow-up human intervention. Flayer [15]
exposes taint flow and conditional jumps, allowing analysts to understand blocking conditions. HaCRS [51]
connects execution traces with a human-assistance channel, through which users can propose new inputs. Grishin
et al. [23] allow users to pause fuzzing and adjust targets or queue order based on runtime feedback. These
works show that execution evidence can guide human action, although the actual intervention is usually realized
through later changes to seeds, targets, or scheduling choices.
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Domain-specific systems enrich execution-level interpretation with task-specific semantics. DDGF [17] presents
path profiles for directed exploration. VDFuzz [36] uses heatmaps and function-hit information to expose
unexplored regions. GDFuzz [35] provides explainable feedback about input features that contribute to reaching
target paths. PrettiSmart [54] visualizes smart-contract behaviors such as function calls, state updates, and fund
transfers. HIFuzz [10] interprets execution outcomes in UAV testing with respect to tasks, environments, and
mission constraints.

Finding: Execution is the main phase where humans interpret fuzzing behavior through runtime evi-
dence. Existing work provides rich views of progress, paths, crashes, and domain states, but direct runtime
intervention remains limited.

4.7 Comparison with Existing Surveys

Existing surveys have explored the intersection of human expertise and fuzzing, each contributing valuable
perspectives to the discourse. Specifically, Kadron et al. [29] synthesizes expert-in-the-loop levers across fuzzing
and symbolic execution, arguing that small, well-placed expert inputs can significantly improve path depth and
bug-finding efficiency. Zhang et al. [66] provides a categorical overview of HITL fuzzing, identifying key areas such
as knowledge injection, interactive seed management, and visualization-assisted monitoring. Complementing
these, empirical studies conducted by Nourry et al. [42] and Qiao et al. [44] uncover the practical usability barriers
and manual burdens faced by developers, emphasizing needs in setup, configuration, and interoperability.

From a visualization standpoint, Kummita et al. [33] offer structured task taxonomies and advocate for
frameworks that expose internal fuzzing metrics to support expert monitoring. Reflective research conducted
by Béhme et al. [5] frames broader HITL questions concerning communication, usability, and dynamic human
direction.

While these works collectively underscore the importance of human involvement and begin to map the design
space, they remain fragmented in their treatment of the non-comprehensive fuzzing lifecycle (e.g., limited to
seed management) or narrowed HITL approaches (e.g; only focus on visualization instead of interactive human
steering). Furthermore, in the new era of LLM-assisted testing age, they do not consider the Al-collaborated
paradigm of HITL for fuzzing.

5 The Road Ahead for HITL Fuzzing

Our review identifies three recurring gaps in current HITL fuzzing research: (1) Existing systems provide rich
runtime visibility, especially during execution, but offer limited support for acting on such evidence during an
ongoing campaign. (2) Scheduling and testcase synthesis remain comparatively underexplored, partly because
their internal decisions are frequent, low-level, and difficult for humans to interpret. (3) Human involvement
is often offline and costly, while existing evaluations rarely quantify the effort required for effective human
intervention. These gaps motivate a staged roadmap for future HITL fuzzing research.

We organize the roadmap into three stages. Stage I focuses on making fuzzing behavior more observable and
explainable. Stage II turns such evidence into runtime and strategic human intervention. Stage III extends the
loop with LLM-based assistants and agents that reduce low-level human effort while keeping humans responsible
for high-level goals and validation.

Asillustrated in Figure 3, the three stages form a dependency chain for future HITL fuzzing research. Specifically,
Stage I provides the signals and explanations needed for effective intervention. Stage II provides the runtime
interfaces and action spaces through which human guidance can affect the fuzzing loop. Stage Il reuses the same
observability and steering interfaces as the substrate for LLM-assisted and agent-based fuzzing. In this view, the
roadmap progresses from visibility, to actionability, and finally to scalable human-AI collaboration.
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Fig. 3. The interaction design space for human involvement in fuzzing across three stages. Numbered circles mark six
future research directions and their corresponding phases in the fuzzing pipeline. Gray arrows-denote traditional offline
feedback after execution, while black arrows denote in-situ runtime intervention. Stage Il highlights the transition from
offline post-execution analysis to real-time supervision and steering.

5.1 Stage |: Towards Fine-Grained and Explainable Fuzzing Monitoring

Stage I addresses the evidence gap revealed by our review. Existing systems provide useful execution-level views,
but they often only expose final outcomes, such as coverage growth, crashes, and bug reports. These signals
indicate whether a campaign has progressed, but they often do not explain why it has stalled. Intermediate
decisions in scheduling and testcase synthesis remain especially difficult to inspect. This limits the ability of
testers to diagnose inefficiencies in the middle of the fuzzing loop. We identify two concrete research problems.

Research Problem 1: Cross-Phase Fuzzing Observability. A promising direction is to design an observ-
ability model that records how information flows across fuzzing phases. Such a model should not only collect
execution results, but also capture seed provenance, scheduling decisions, mutation lineage, operator effectiveness,
constraint use, and crash-triggering evidence. This would allow testers to answer questions such as: Which seeds
are repeatedly selected but produce little new coverage? Which mutation operators generate valid inputs for a
specific target? Which preprocessing constraints later affect path reachability? Which execution traces explain
why a branch remains unreachable?

A cross-phase observability model would also support systematic comparison across fuzzers and campaigns.
By linking seed provenance to scheduling priorities, mutation operators to coverage growth, and execution
outcomes to bug discovery, researchers can analyze the causal chain behind fuzzing effectiveness rather than only
reporting final coverage. This direction can be evaluated by measuring diagnosis accuracy, time-to-bottleneck
identification, cross-fuzzer comparability, and the ability to reproduce campaign-level explanations.

Research Problem 2: Diagnostic visual analytics for fuzzing. A second direction is to design visualization
systems that support comparison, temporal analysis, and cross-phase reasoning. Prior work has shown the value
of dashboards, coverage views, and behavior summaries for understanding fuzzing progress [19, 33, 68]. However,
future interfaces should go beyond aggregate views. They should help testers inspect seed diversity, scheduling
bias, mutation history, path stagnation, and domain-specific state changes.

For example, a diagnostic interface could reveal whether a scheduler repeatedly favors low-cost seeds while
neglecting rare but high-value inputs. It could show whether a mutation operator produces structurally valid
inputs only for certain seed clusters. It could also expose whether a plateau is caused by input validity constraints,
poor seed diversity, or insufficient target prioritization. Interactive visual analytics and what-if interfaces [21, 55]
can help humans move from passive inspection to evidence-based diagnosis.
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Summary of Stage I: Stage I makes fuzzing behavior more visible and explainable. Its concrete outcome
should be an evidence layer that supports diagnosis across phases, rather than another dashboard that only
reports final results. This evidence layer prepares the foundation for runtime intervention in Stage II.

5.2 Stage Il: Achieving Real-time and Strategic Human Steering

From Table 4, it is evident that existing efforts on Human Steering (1£J) remain highly uneven across the fuzzing
pipeline. Stage II addresses the actionability gap. Our review shows that many human interventions occur before
fuzzing starts, such as selecting seeds, specifying targets, configuring harnesses, or injecting constraints. By
contrast, runtime intervention remains limited. This creates an “observe-but-not-act” gap: testers may identify
a bottleneck during execution, but they often need to stop, reconfigure, and rerun the campaign before their
insight can affect the search. Stage II aims to close this gap by making human guidance timely; controlled, and
measurable.

Research Problem 3: Runtime Hooks for In-Situ Intervention. Future fuzzers should expose runtime
hooks that allow testers to change selected fuzzing decisions while execution continues: These hooks could
support actions such as increasing the priority of a seed cluster, changing the energy assigned to a target, enabling
a mutation operator for a specific input structure, injecting a semantic constraint, or temporarily focusing
exploration on a security-critical module. Such hooks would turn human insight into immediate changes in the
fuzzing loop.

The key challenge is to accept human guidance without breaking throughput, reproducibility, or search
stability. A promising design is a modular fuzzing loop in which/scheduling, mutation, and triage components
are parameterized and can be updated at runtime. Human input can then be represented as bounded hints or
constraints, rather than arbitrary manual edits. This direction can be evaluated by comparing in-situ intervention
with traditional stop-reconfigure-rerun workflows, using metrics such as time-to-coverage, bug discovery latency,
intervention overhead, and reproducibility of guided campaigns:

Research Problem 4: Intent-level steering interfaces. Runtime hooks are useful only if humans can express
intent efficiently. Current practice often requires low-level parameter tuning or direct modification of the fuzzer,
which limits usability. Future systems should provide intent-level abstractions that translate human goals into
concrete fuzzing actions. For example, a tester may want to focus on parser error-handling paths, void redundant
GUI events, increase exploration of rare state transitions, or prioritize inputs that reach authentication logic. The
system should convert such intent into updates to seeds, schedules, targets, or mutation policies.

This problem is grounded in the finding that scheduling and testcase synthesis are hard for humans to control
directly. Instead of asking users to manipulate queues, energy values, or mutation operators, future systems
should provide higher-level interaction techniques inspired by HCI and visual analytics, such as parameterized
workflows, interactive dashboeards, what-if analysis, and natural-language interfaces [41, 46, 48]. This direction
can be evaluated by measuring steering precision, user effort, cognitive load, and whether translated actions
improve exploration compared with manual parameter tuning.

Summary of Stage II: Stage II turns diagnostic evidence into actionable control. Its concrete outcome should
be a fuzzing loop where human insight can affect an ongoing campaign through controlled, measurable, and
reproducible interventions. It also provides the action space that LLM-based agents can use in Stage III.

5.3 Stage lll: Towards Synergistic Human-LLM Collaboration in Fuzzing

Stage III addresses the scalability and effort gap. LLM-assisted fuzzing introduces a new form of human-AI
collaboration. Recent studies show that LLMs can generate seeds, synthesize structured inputs, construct fuzz
drivers, repair harnesses, reason about constraints, and summarize testing feedback [14, 39, 57, 58, 64]. These
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capabilities overlap with tasks that previously required human expertise. However, LLMs also introduce reliability
risks, including invalid inputs, brittle drivers, hallucinated constraints, and unstable recommendations. Therefore,
the research challenge is not to replace humans, but to design trustworthy collaboration between humans, LLMs,
and fuzzers.

Research Problem 5: Verifiable Automation of Low-Level Human Effort. Future work can use LLMs
to reduce repetitive human effort in fuzzing. Examples include seed deduplication, seed generation, driver
construction, crash clustering, constraint explanation, and parameter recommendation. These tasks are costly
for humans but often structured enough for LLM assistance. However, LLM-generated artifacts should not be
directly trusted. A generated seed should be checked against execution behavior. A generated driver should be
validated by compilation, runtime execution, and coverage. A suggested constraint should be checked against
program behavior or domain rules. A crash summary should be verified against traces and sanitizer reports.

This direction therefore calls for verifiable LLM-assisted fuzzing workflows. LLM outputs should be integrated
with execution feedback, static analysis, dynamic analysis, and human validation. The evaluation should not only
report coverage or bugs, but also measure invalid-output rate, correction cost, expert time saved, and the number
of accepted recommendations. Such metrics connect LLM society to the broader HITL evaluation gap identified
in our review.

Research Problem 6: Human-supervised LLM orchestration of fuzzing strategies. Beyond local assis-
tance, LLMs may support high-level fuzzing orchestration. For example, an LLM-based assistant could summarize
runtime evidence, compare alternative strategies, recommend when to switch between mutation-based and
grammar-based generation, or coordinate specialized agents for exploration, analysis, and triage. In such work-
flows, humans would provide goals, constraints, and sanity checks, while LLM agents perform detailed planning
and adaptation.

This direction depends on the earlier stages. The observability model from Stage I provides the evidence that
LLM agents need to reason about campaign behavior. The runtime hooks from Stage II provide the action space
through which LLM agents can propose or execute strategy updates. A human-supervised orchestration system
could therefore include different roles, such as an explorer agent for generating input variants, an analyst agent
for interpreting crashes and traces, and a strategist agent for recommending scheduling or target changes. The
main challenge is to maintain transparency and accountability. Humans should be able to inspect why an agent
recommends a strategy, what evidence supports it, and what risks it may introduce. This direction can be evaluated
with cost-effectiveness metrics such as bugs per expert-hour, coverage gain per accepted recommendation, and
failure rate of autonomous suggestions.

Summary of Stage III: Stage I extends HITL fuzzing toward human-LLM collaboration. LLMs can reduce
low-level effort and assist strategy planning, but humans remain necessary for supervision, validation,
and domain judgment. The key research challenge is to make such collaboration reliable, explainable, and
cost-effective.

5.4 Concluding Remarks on the Road Ahead.

Together, the three stages outlined above sketch a progressive roadmap for advancing human-in-the-loop fuzzing.
Stage I emphasizes richer and more explainable monitoring, calling for unified observability models and interactive
visual analytics that move beyond coarse, outcome-oriented metrics. Stage II extends these advances into runtime,
integrating human expertise directly into the execution loop through pipelines for in-situ intervention and
advanced interaction techniques that make steering both more usable and more effective. Stage III looks further
ahead, envisioning synergy between humans and LLMs, where intelligent models automate low-level tasks,
orchestrate high-level strategies, and emulate human expertise at scale, enabling fuzzing workflows that are
adaptive, domain-aware, and intelligence-driven.
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This staged perspective highlights a gradual evolution: from post-execution analysis, to interactive runtime
steering, and finally to semi-autonomous collaboration with intelligent systems. By systematically strengthening
monitoring, steering, and orchestration, future research can bridge the gap between automated fuzzing and
human expertise, paving the way for fuzz testing that is not only more efficient and adaptive but also more
explainable, trustworthy, and aligned with real-world software testing needs.

6 Conclusion

This paper presents a systematic review and research roadmap for human-in-the-loop fuzz testing. We characterize
human involvement across five fuzzing phases and distinguish between human monitoring and human steering.
Our findings show that existing work provides substantial support for interpreting execution behavior, but offers
limited runtime intervention, while scheduling and testcase synthesis remain difficult to inspect and control.
We therefore propose a progressive roadmap from fine-grained observability to real-time human steering, and
ultimately to trustworthy human-LLM collaboration. By making expert knowledge more visible, actionable, and
measurable, future HITL fuzzing systems can better combine automated exploration with- human judgment to
support more adaptive, explainable, and reliable vulnerability discovery.
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